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Abstract
 In the realm of IoT healthcare systems, the Publish/Subscribe (Pub/Sub) 
communication paradigm plays a pivotal role in ensuring the efficient and 
real-time dissemination of critical patient data. This, in turn, empowers timely 
medical interventions and seamless remote monitoring. However, the inherent 
characteristic of loose coupling within the Pub/Sub model raises concerns 
about security and privacy. This research paper introduces a comprehensive 
security framework named SecurIoT-ELACA (Security for IoT with Enhanced 
Lightweight Access Control and Anonymity-based Authentication). SecurIoT-
ELACA is designed to integrate lightweight principles, including Lightweight 
Authentication based on Anonymity (LAA) and Lightweight Access Control 
(LAC), built upon an Asymmetric Encryption (AE) based model. The primary 
objective is to bolster access control and data privacy within IoT healthcare 
systems. SecurIoT-ELACA enhances security through various mechanisms, 
including anonymous authentication, user registration, and more. It places a 
strong emphasis on safeguarding the content, securing subscriber identities, 
and verifying publication authenticity, thereby ensuring lightweight, secure 
communication. One notable feature of SecurIoT-ELACA is its focus on 
reducing overhead in terms of storage and communication, aligning with the 
lightweight approach essential for IoT applications.
Keywords: SecurIoT-ELACA, IoT, Lightweight Access Control, Lightweight 
Authentication based on Anonymity (LAA)

1.INTRODUCTION 
The widespread deployment of the Internet of Things (IoT) has resulted in a 

significant shift in the healthcare business. Internet of Things (IoT) technology 
can be applied in several ways in the healthcare sector, such as automating 
complex medical operations and providing real-time patient monitoring. The 
improvements outlined above possess the capacity to usher in a novel era 
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characterized by improved patient care and operational efficiency. In this context, 
the successful deployment of Internet of Things (IoT) devices requires the use of 
the publisher/subscriber (pub/sub) paradigm. The approach that is being given 
exemplifies a paradigm for communication that is dynamic and scalable [1].

Since the publish-subscribe model uses a centralized message broker to 
enable effective client-to-client communication, it is commonly accepted as 
an appropriate architectural solution for the Internet of Things (IoT) [2]. IoT-
powered publish-subscribe systems frequently make use of the MQTT protocol 
[3]. Most people agree that the MQTT protocol is the best way to communicate 
when sending data across the Internet of Things (IoT) network. The main factor 
influencing this phenomenon is its suitability for low-cost, low-energy devices 
with limited storage capacity. Clients can post data on any topic that is currently 
available and subscribe to a particular topic from the available topics pool thanks 
to the MQTT broker. 

 Security considerations are not given enough weight in the present MQTT 
implementations. The efficiency of publish-subscribe paradigms as well as 
protocols in IoT systems is considerably improved by the inclusion of security 
considerations. The user/passcode approach, which involves exchanging a 
passcode between the communicating entities, is used by the MQTT authentication 
mechanism. It is important to understand that the passcode is transmitted in clear 
text. Including external authentication techniques like Kerberos and SCRAM 
in MQTT connection messages is one potential fix. When implementing the 
protocol, the server is advised to use Transport Layer Security (TLS), following 
the MQTT standard specification [4-5]. Given the current situation, using these 
strategies is inappropriate for Internet of Things (IoT) systems that make use 
of nodes with constrained resources [6]. Numerous studies demonstrated that 
integration offers numerous advantages. However, this technological innovation 
raises fundamental concerns about data security and patient privacy. The 
comparison of important opportunities and looming challenges emphasizes 
the importance of doing extensive research to establish a secure and resilient 
healthcare ecosystem powered by the Internet of Things (IoT) [7-8].

A middleware solution known as EMMA [9] has been specifically designed 
to enhance the efficiency of migrating clients to brokers through the utilization 
of edge gateways. The migration process involves several key factors, including 
the calculation of average latency and the implementation of load-balancing 
techniques to effectively manage connections. EMMA primarily focuses on 
prioritizing dynamic MQTT bridging functionality, with a relatively lower 
emphasis on security features. An alternative approach to broker bridging, as 
suggested by [10], involves employing a combination of brokers and bridging 
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management servers within an overlay network. This technique offers significant 
advantages in terms of reducing control message overhead. An analysis conducted 
by [11] explored various broker distributions and provided a concise summary 
of their findings.

This paper outlines the XML schema used to build the XPath-based filter 
and demonstrates the technical feasibility of employing this filter for crafting 
intricate queries on both the content and structure of XDS documents. Integrating 
the Healthcare Enterprise (IHE) introduces a comprehensive framework for 
defining publish/subscribe interactions and offers a subscription mechanism 
within this framework. This mechanism depends on straightforward document 
metadata matching [12]. This paper focuses on a model for Publish/Subscribe 
M2M communication. The objective is to establish a formal methodology for 
designing and validating M2M systems, taking into account elements such as 
M2M mobile sensors and time-related criteria. To achieve this, we introduce 
a graph-based model to describe Publish/Subscribe M2M systems and employ 
model-checking mechanisms to facilitate verification procedures [13].

This paper introduces a Publish/Subscribe architecture facilitated by a web 
service, offering the potential for the early sharing of healthcare data among 
various stakeholders, including doctors, researchers, and policymakers. Our 
architecture effectively manages privacy and security requirements while also 
ensuring interoperability for seamless data exchange [14]. In this study, we 
explore the application of parametric subscriptions within the realm of public 
safety scenarios. We provide practical examples to illustrate the utilization of 
these subscriptions. Additionally, we put forth a cloud-based Publish/Subscribe 
framework and offer detailed insights into its operational mechanisms [15].

In this paper, we present an application layer gateway designed to transform 
Message Queuing Telemetry Transport Protocol (MQTT) messages into HTTP. 
This innovative solution can be implemented on a computer or Raspberry Pi, 
enabling devices to effortlessly transmit data to any REST endpoint. Rather than 
transmitting data directly to a middleware, IoT devices can transmit a compact 
message to this bridge, which reconstructs and relays it to a middleware, 
thereby alleviating the burden on the IoT device [16]. This research explores 
how intelligence gathered through a simple physical reconnaissance attack can 
be incorporated into a rapid kill-chain process to enable resource depletion 
and water torture attacks, ultimately leading to the disruption of three distinct 
MQTT broker implementations [17].

In this study, we utilize four LoRa modules as nodes/transmitters and one 
LoRa module as an access point/receiver. Data transmission is achieved using a  
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star topology, with four nodes transmitting data to access points at varying 
distances. The primary goal of this investigation is to transmit data through the 
LoRa SX1278 module using a star topology, assess the effectiveness of data 
transmission at different distances, and monitor the outcomes of data transmission 
optimization in IoT applications using MQTT (Message Queuing Telemetry 
Transport). This research can serve as an educational resource for understanding 
data transmission [18].

The motivation and contribution of this research are mentioned here. The 
integration of Internet of Things (IoT) technology into healthcare systems 
has opened new doors for hospitals, offering the promise of unprecedented 
advancements in patient care and operational efficiency. The publisher/
subscriber model establishes a dependable infrastructure for facilitating seamless 
communication among IoT devices. Amid this ongoing transformative shift, 
the significance of prioritizing data security is growing steadily. Safeguarding 
patient confidentiality and trust necessitates a comprehensive approach that 
addresses both technical challenges and ethical responsibilities. As researchers, 
we have to diligently tackle these security concerns, striking a delicate balance 
between enhancing patient safety and driving innovation. The subsequent section 
underscores our contributions to this research.

•	 Develop a SecurIoT-ELACA (Security for IoT with Enhanced 
Lightweight Access Control and Anonymity-based Authentication) tailored for 
IoT-based healthcare systems.

•	 It combines a variety of mechanisms within the architecture, unifying 
lightweight design principles with an asymmetric encryption-based model. This 
integration extends to elements such as anonymous authentication, streamlined 
user enrollment, and other features aimed at fortifying access control and 
safeguarding data privacy.

•	 Enable publishers to authenticate their publications through Lightweight 
Authentication based on Anonymity (LAA), offering a robust means to validate 
the authenticity and integrity of the content being published.

•	 During the initial system setup, delegate the responsibility of generating 
cryptographic keys for Enhanced Asymmetric Encryption, lightweight access 
control within the Pub/Sub model, and Lightweight Authentication based on 
anonymity to a Trusted Authority (TA).

•	 Optimize system performance by reducing overhead, specifically in 
terms of storage and communication, ensuring the framework's practicality and 
efficiency.
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The following is how the research is organized in this paper: The integration 
of IoT in healthcare is briefly discussed in the first section, with an emphasis 
on security issues, MQTT protocol improvements, middleware solutions, and 
blockchain-based Pub/sub-models [19-21]. The proposed methodology is then 
presented in the second section, and the performance evaluation is presented in 
the third section, with the result shown as a graph.

2   PROPOSED METHODOLOGY
This paper describes SecurIoT-ELACA (Security for IoT with Enhanced 

Lightweight Access Control and Anonymity-based Authentication) architecture, 
emphasizing its lightweight design concepts for the pub/sub model, asymmetric-
based security model, and User_Access_Termination methods. Our study 
focuses on its use in IoT networks, providing a comprehensive solution for data 
and privacy protection.

2.1 Publish/Subscriber Architecture
This section describes the main components of a topic-based publish/subscribe 

(pub/sub) system. These elements include the Broker, Publisher, and Subscriber 
entities, which communicate with one another through the broker. Topics and 
payloads comprise publications, whereas subscribers establish subscriptions 
based on their interests. There are several essential steps in the communication 
process. To begin, subscribers perform the act of subscribing to specific topics 
of interest. Following this, publishers begin the transmission of publications. 
A broker then plays an important role in matching the themes to which the 
subscribers have subscribed with the accessible publications [22]. The broker 
then sends the pertinent publications to the appropriate subscribers. Our system's 
secure framework successfully satisfies key security requirements. The ability 
of the broker to match publications and subscriptions without revealing content 
or interests, the prevention of revoked subscribers from accessing subsequent 
publications, and the facilitation of publication authentication by publishers are 
some of these requirements [23-24].

The security framework used in pub/sub systems has several functions. First, 
it makes it easier for publishers to secure publication payloads using enhanced 
asymmetric encryption, protecting 

content of their publications. Using LAC (Lightweight Access Control) 
for pub/sub also guarantees the confidentiality of publication and the privacy 
of subscribers to subscriptions. Finally, the framework enables publishers to 
use LAA (Lightweight Authentication based on Anonymity) to authenticate 
their publications, offering a way to confirm the veracity and integrity of the 
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published content [25]. The Trusted Authority (TA) is in charge of producing the 
cryptographic keys needed for Enhanced Asymmetric Encryption, Lightweight 
Access Control for the Pub/Sub Model, and Lightweight Authentication based 
on Anonymity during the initial setup of the system.

2.2	 SecurIoT-ELACA (Security for IoT with Enhanced Lightweight Access 
Control and Anonymity-based Authentication)

2.2.1 Asymmetric encryption
The presented algorithm encompasses eight key steps, each contributing to a 

robust and secure communication framework within a distributed environment. 
It begins with Initialization, where security parameters are computed and critical 
structures are set up for Asymmetric Encryption (AE), Lightweight Access 
Control (LAC), and Lightweight Authentication based on Anonymity (LAA). 
The subsequent phases facilitate user registration, data encryption, client key 
generation, and user access termination, ensuring comprehensive control over 
user access and data security. The Retrieval of Data step enables efficient data 
access. Furthermore, the inclusion of Message Authentication and Signature 
Authentication strengthens the overall security posture, ensuring data integrity 
and the verification of message authenticity. This algorithm showcases a holistic 
approach to managing communication and data security in distributed systems, 
with a focus on user control and privacy. We can see the steps in the below 
table. An asymmetric encryption scheme enables users to encrypt data based 
on their attributes, offering fine-grained access control. Enhanced Asymmetric 
Encryption is designed below in 
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3   PERFORMANCE ANALYSIS
In evaluating the effectiveness of the SecurIoT-ELACS framework, which is 

designed to provide both security and lightweight communication in a publish-
subscribe environment, we take into consideration the impact on communication 
and storage overhead. To assess its performance, we compare this proposed 
model with two key benchmarks: the TLS protocol and the existing model. 
Through this comparative analysis, we aim to gain insights into how the 
SecurIoT-ELACA framework influences communication and storage overhead, 
as outlined in reference [25].
3.1.1 Storage Overhead

In a publish-subscribe system, the management of subscriber information 
and their preferences can lead to increased storage requirements. To address 
this, we entrust a Trusted Authority (TA) with the responsibility of generating 
cryptographic keys for Lightweight Access Control, Enhanced Asymmetric 
Encryption, and Lightweight Authentication based on Anonymity during the 
configuration of our pub/sub system. As depicted in Figure 1, when we consider 
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the storage capacity with the publish module in mind, we observe variations 
among three methodologies. TLS, with 321 storage units, provides the least 
storage capacity. The existing system offers a more moderate 80 units, while our 
proposed system, with a storage capacity of 60 units, presents the most storage 
among the three. The choice between these options should be influenced by the 
available storage resources and budget constraints.

In Figure 2, we observe the storage capacities of three different technologies: 
TLS, with 321 units, offers the highest storage capacity; the existing system 
provides a moderate capacity of 80 units, while the proposed system offers a 
more streamlined storage capacity of 60 units. This lower storage capacity makes 
the proposed system particularly suitable for smaller-scale applications.

Figure -1 Storage publish comparison

Figure -2 Subscriber storage comparison
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In Figure 4, we present a visual representation of the communication 
overhead comparison among three distinct options: TLS (332) exhibits the 
slowest communication speed, the existing system (ES) provides a moderate 
speed, which is well-suited for a range of communication requirements, and the 
proposed system (PS) outperforms the others, offering superior results that may 
be deemed acceptable for less time-critical applications.

3.1.2 Communication Overhead
Within the realm of pub/sub systems, efficient message routing, which is 

based on subscriber interests, encompasses essential activities such as message 
processing and forwarding. Furthermore, communication overhead arises from 
the need to encode and decode messages, ensuring compatibility with diverse 
subscriber protocols. The assurance of message delivery and reliability introduces 
additional communication overhead, including acknowledgments and potential 
retries. Moreover, the implementation of security measures to safeguard message 
processing amplifies communication overhead. In Figure 3, we compare the 
communication speeds of three distinct options: TLS (332) offers the lowest 
communication speed, while the existing system (ES) provides a moderate 
communication speed, making it suitable for most standard applications. In 
contrast, the proposed system (PS) exhibits a superior communication speed, 
rendering it a favorable choice for less demanding tasks.

Figure - 3 Published communication result
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Figure- 4 Subscriber communication result comparison

Table - 2 Comparative Analysis

3.2 Comparative Analysis
The comparative analysis highlights the unique strengths and trade-offs 

between TLS, the existing system (ES), along with proposed system (PS). TLS 
shines in terms of storage, featuring a minimal capacity that is well-suited for 
applications with stringent storage constraints. ES provides a balanced offering 
with moderate storage and communication speeds, catering to standard use cases. 
On the other hand, SecurIoT-ELACA stands out as it offers the highest storage 
capacity and significantly improved communication efficiency, making it an ideal 
choice for applications that do not demand immediate responses. The selection 
between these options should be based on specific storage and communication 
requirements, aiming to strike a promising balance between capacity and speed 
to accommodate a wide range of IoT applications. The above comparison can be 
analyzed through the given below table 2.
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4   CONCLUSION
This study introduces the SecurIoT-ELACA framework. By allowing 

publishers to use LAA (Lightweight Authentication based on Anonymity) to 
confirm the legitimacy of their publications, the framework protects the accuracy 
of the published information. The initial configuration of the system requires 
the Trusted Authority (TA) to produce the cryptographic keys required for 
Enhanced Asymmetric Encryption, Lightweight Access Control for the Pub/
Sub Model, and Lightweight Authentication based on Anonymity. In order to 
support a wide range of IoT applications, it not only increases storage capacities 
but also connection speeds. However, unique requirements, financial limitations, 
and the importance of communication all play a role in the decision between 
the proposed system and the existing system. This methodology is a valuable 
addition to the IoT technology landscape as it offers a substantial advancement 
in enhancing IoT connectivity and security.
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