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Abstract

Heterogeneous IoT systems provide consumers a variety of data collecting,
connectivity, and integration options. This technology is intended to allow many
kinds of devices to communicate and exchange data in order to build a more
efficient and effective network. This study uses a Logistic regression model to
offer a Hybrid Trust & Block chain-based Framework for Heterogeneous loT
System. This framework is intended to provide effective data exchange and
connectivity across various loT devices and infrastructures. Trust levels are
also used to identify malicious nodes in a heterogeneous 10T system. This data
is then used to build a logistic regression model that can identify malicious
nodes. The suggested system's performance is tested using performance
metrics (Sensitivity, accuracy, and specificity), and the results display that
the suggested technique can correctly detect malicious nodes. The suggested
system's accuracy was determined to be much greater than that of the current
systems. The results showed the proposed framework beats cutting-edge
techniques in terms of security.

Key Words: Heterogeneous IoT systems, Logistic regression, loT devices,
Hybrid Trust, Blockchain-based Framework.

1. INTRODUCTION

The Internet of Things (IoT) has gained popularity during the last several
years. The Internet of Things (IoT) is a network of physical devices (sensors,
controllers, and other gadgets) that are linked to the web and may share
information with one another. The term "heterogeneous IoT" refers to the
networking of many IoT device types on a single network. The issue of
protecting such a network becomes more complex as the number of devices
rises and the kinds of devices become more diversified [1]. The difficulty with
heterogeneous IoT is ensuring a secure, stable, and robust connection between
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all devices, regardless of their hardware, software, or protocol. However,
the complexity of IoT systems has grown dramatically, necessitating a more
secure and dependable infrastructure to operate such systems. In answer to this
demand, a heterogeneous IoT system based on trust and block chain technology
has emerged as a possible option [2].

Blockchain technology is a system of decentralized ledgers that provides a
secure and impermeable way to store and manage data. This technology was
developed by Bitcoin. It is made up of a distributed network of computers,
which are referred to as nodes that use cryptography to verify and record
transactions. This technology is especially well- suited for IoT systems since
it allows safe communication and data exchange between the different devices
and also provides secure data storage. Additionally, it provides secure data
storage. Although the idea of a heterogeneous Internet of Things (IoT) system
that makes use of block chain technology is still in its infancy, it is rapidly
gaining support [3]. This particular kind of system is an Internet of Things
system, and it is made up of a wide number of various components, including
sensors, actuators, and other devices. The system is intended to allow for
encrypted data sharing and communication between the various devices, as
well as the provision of an encrypted and immutable ledger for the data that is
being stored [4].

Improved safety, scalability and dependability are among the primary
advantages afforded by using a heterogeneous Internet of Things system
that makes use of block chain technology. The use of this technology allows
devices to securely connect with one another and exchange data without
depending on a single centralized server, which lowers the probability of data
being compromised [5]. The data may also be retrieved from other nodes in the
network thanks to the distributed nature of the block chain technology, which
allows the system to be more durable in the event of a breakdown. Last but not
least, the immutable ledger of the data that is maintained on the block chain
guarantees that the data is immutable, making it far more difficult for hostile
actors to alter the data [6]. Many of the authors discussed about heterogeneous
IOT using different methods and block chain technology. Some of them are
discussed below.

In thisresearch, [ 7] advised employing block chain technology as the backbone
of a security framework in order to combine Internet of Things devices that had
varying resource limits under one system. Ethereum may be used to develop a
secure system that is resistant to Denial-of- Service attacks; it can also be used
to manage device trust; it can store encryption keys; it can store encrypted
data; and it can store both. [8] provided a heterogeneous Internet of Things
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architecture that was composed of four layers and featured apps, networking,
cloud computing, and sensors. The protection of confidentiality in large-scale
heterogeneous Internet of things and the movement of huge volumes of data
are two issues that the heterogeneous internet of things (IoT) will have to
deal with in the future, and this research offered various possible solutions
to these issues. [9] Some early research was presented on an architecture for
managing heterogeneous Internet of Things systems that makes use of block
chain technology. The author then proceeded to develop a framework for the
management of a large-scale heterogeneous Internet of Things system. [10] A
conceptual model is presented in this study with the purpose of identifying the
essential factors that influence the adoption of block chain technology in IoT.
Based on the findings, it seems that factors relating to data have a significant
impact on the adoption of block chain technology in the internet of things as
well as the willingness to use it.

2. ANALYSIS AND/OR DESIGNS

A. Blockchain

A blockchain is "an encrypted, decentralized, and ever-growing collection
of records, called blocks," which are linked together. Every block contains
transaction information, the digital signature of the previous block, and a time
stamp. [11], which would then invalidate the network consensus[12]. The most
important feature of blockchain technology is its security. With its distributed
nature, blockchain technology is virtually impossible to hack or manipulate.
This makes it ideal for storing information that needs to remain secure, such as
financial data or medical records. The data stored on the blockchain is encrypted,
making it virtually impossible to alter or delete. Blockchain technology is also
extremely efficient. The blockchain allows for the speedy and safe processing
of transactions as well as the quick and simple sharing of data stored there.
Because it is capable of being employed to track and keep an eye on the flow of
goods and amentities, it is perfect for operations like supply chain management.
The information from source network to the destination network is carried out
by AODV routing protocol, the terminology and the principal of working is
described as presents.

B. AODV (Ad hoc On-Demand Distance Vector routing)

AODYV preserves only routes in networks that satisfy a need because it is a
reactive heterogeneous IOT system. The next hop for getting to destinations is
maintained by AODYV in a routing table. A route will ultimately time out if no
packets are sent along it. Mostly since it only knows about the nodes that are
nearby.
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1. Terminology of AODV

The following are the three different sorts of routing communications of AODV.
i. RREQ: Route Request

A node starts the route identification procedure by sending an RREQ multicast
message when it intends to send/transmit a packet but is unclear of how to get
there. Prior to the message reaching the target node, adjacent nodes pass it to
their neighbors while keeping track of the communication's source.

ii. RREP: Route Reply

The RREP of the destination node returned to the original node by means of
RREQ. Facilitation networks create forwarding pathways as RREP travels
back to the source. Intermediary nodes can respond to an RREQ through an
RREP if it is aware of the destinations, enabling routers to join a pre-existing
route. Once the RREP comes and the path is defined, source-to-destination
communication begins.

iii. ERR: Route Error

AODYV has less overhead than proactive protocols (fewer route maintenance
messages). When a connection is broken and a route is no longer functioning,
messages cannot be forwarded, a node sends an RERR message. Messages
are recast. RERR shows an inaccessible location. Message- receiving nodes
deactivate the route.

C. Key Generation

In the Advanced Encryption Standard (AES) algorithm, the key size, number
of rounds, and key generation time contribute to different aspects of encryption
key generation:

1. Key Size:

In AES, the key size may be anything between 128 bits and 256 bits. The
greater the key size, the more keys may be used, making brute-force attacks
more computationally infeasible. Generally, a larger key size provides stronger
security, as it increases the complexity of the encryption process and reduces
the likelihood of successful attacks. However, larger key sizes also result in
increased computational requirements for both key generation and encryption/
decryption operations [13].

2. Number of Rounds:

AES has a set amount of loops, which are 10, 12, or 14 for variables of 128-bit,
192-bit, or 256-bit lengths, accordingly. The number of rounds determines the
number of iterations performed during the encryption process. The security
of AES improves as the number of rounds increases, thanks to the algorithm's
enhanced diffusion and confusion features, making it more resistant to various
attacks. However, an increased number of rounds also leads to additional
computational overhead and longer encryption/decryption times.
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3. Key Generation Time:

The time needed to produce a valid encryption key in AES is referred to as the
key generation time. Random bits are frequently utilized during key creation to
generate a safe and unique key. The produced key's quality and unpredictability
have a direct impact on the encryption's security. While AES does not define
a key generation technique, using a reliable and secure key creation method is
critical to ensuring the strength of the produced keys. Because of its symmetric
nature, the same key may be used for decryption as well as encryption with
AES. As a result, the key generation procedure is typically performed only
once, and the generated key is securely transmitted between the originator and
recipient.

3. EXPERIMENTAL SECTION

In this study, we proposed a hybrid trust and block chain- based framework
to ensure security for IOT systems with the help of trust evaluation and key
strength mechanism involves several key steps. Firstly, the trust management
system provides security features that enable nodes to handle the unpredictable
nature of nodes, Transaction management system maintains the ledger of
transaction among the nodes. Later on, these trust values are fed to the IDS
to detect and remove the miscellaneous nodes from the planned path. And
their corresponding details of the final secure path are pushed into transaction
management system, and the Hash values of the generated blocks are transferred
to the cloud for future reference. Secondly, key strength assessment phase
determines the required key size, generates cryptographic keys, and evaluates
their strength. The integration of trust and key strength factors guides the
decision-making process.

A. Trust Model

Trustis acrucial security feature that helps nodes handle the unpredictable nature
of 10T; as a result, trust calculation and maintenance in IOT are challenging.
The network's performance will undoubtedly suffer from an unreliable node.
Because of this, figuring out every node's trust level has a big influence on how
much protection a node can offer for an encrypted connection.

The trust values of the nodes are calculated in IOT while data is transmitted ion
is carried out using AODV as follows.

Trust calculation algorithm for AODV

Step 1 PR1=Count the number of packets received at each node.
PS2=Count the number of packets sent by each node
RR1=Count the number of RREQ received at each node.
RS2= Count the number of RREP sent by each node.
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Step 2 Calculate the P1 from neighbor node value:
P1 = No. of packet sent
No. of packet Received

Calculate the P2 from neighbor node value:
P2 = No. of Route Replay sent
No. of Route request Received

Step 3 Calculate Trust Value = (P1 * o) + (P2 * B) where o and = static
weighting factor
Step 4 Insert Trust value into Neighbor Table

B. Key Assessment
The evaluation of the key's strength consists of determining the entropy of the
cryptographic keys that were produced by using Shannon entropy.

Shannon Entropy Calculation:
The formula for computing the Shannon entropy of a cryptographic key is as
follows:

Entropy = %=1 p: .log (pi) )

where n is the total number of bits in the key and pi is the likelihood that each
bit is 1. Shannon entropy is used to calculate the key strength of randomly
generated cryptographic keys. The code computes the entropy of the keys for
various key sizes (128, 192, and 256 bits) and conducts statistical analysis
over a certain number of iterations. The key strength is then calculated by
multiplying the likelihood of '1" and '0' bits in the key by the Shannon entropy.
This study focuses on an optimization method known as PSO.

C. Particle Swam Optimization

Particle swarm optimization (PSO) is a population-based search method based
on the social actions of birds throughout a flock as modeled. The particle
swarm concept was developed with the intention of visualizing the graceful
and surprising choreographed of a flock of birds while also identifying patterns
that govern a bird's capacity for synchronous flight and the ability to quickly
change directions by rejoining in an optimal shape. The concept evolved into
a straightforward and efficient optimization process from this fundamental
objective. [14].

The formula for PSO based feature selection is as follows:
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Where d, D is the d" dimension of our search space. In PSO, t is the current
iteration, x* ;; is the particle's current location, and v ; is the particle's current
velocity in d in the i iteration. w is the inertia weight, which allows velocities from
the previous iteration to have a controlling influence on the current one, while C;
and C; are the learning rates. r; and 1 are simply random numbers that are
uniformly distributed in the range [0, 1], and p i7 sdPed are the p et and g pest.

Initialization of PSO parameters, random initialization of
particle position and velocity

h 4
Evaluate the fitness function for each particle for the local and
global best solution

4

Update the velacity of each particle Time keration

t=+1
L3

h

Update the position of each particle

no

Is the stopping criteria
satisfied?

A. Logistic Regression

When it comes to ML methods, logistic regression is one that is is not a "black
box" since we understand exactly how it operates. Black box models, like
extremely deep neural networks (DNN), frequently undergo iterations that
are more sophisticated. The outcome of a binomial logistic regression might
be either 0 or 1. In the realm of ML, logistic regression is one of the few
methods for which the inner workings are not a mystery. Employing black box
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models, such as a very deep neural network (DNN), may lead to more fruitful
iterations. The result of a binomial logistic regression might be either 0 or 1.
Determine if a given event will produce a 1 or a 0 as the following step. Since
1 is as likely as not, we may express the chance that it won't happen as 1-p.
Bernoulli distribution is one kind of binomial distribution, and this serves as
an illustration of it. Logistic regression uses a modified linear regression model
to characterize the issue at hand [16].

V' =PB0 +PB1x1 +oeeenennn + Bn xn . Sigmoid function examples include P

= 1/ 1+ & ¥ Continuing with this, NN with a sigmoid activation function might be
employed to depict logistic regression. In additional disputes, we can calculate the
weighted variables by reducing the function of cross-entropy loss generated by the
common SGD approach. /( p, y) = —ylog(p) — (1-y)log(1- p) where y €[0,1].

As a result, the multinomial logistic regression is limited to addition new
stochastic cells to the stratum. To maintain the result as the distribution of
probability, we could substitute the SoftMax activation equation for the logistic
function. With SoftMax, the decrease is renewed the log- likelihood loss
while doing. [17]. The collected trust values are then used to train a logistic
regression model that incorporates Naive Bayes, an ensemble, and a support
vector machine. The performance of this suggested model will be assessed by
testing at a later stage. The performance of a classifier may be measured using
a number of different factors described in the literature. Whose, the formula is
shown below in mathematical form.

B. Performance metrics

In terms of the performance metrics represented in the confusion matrix, we may assess the
efficacy of a technique by looking Accuracy: The proportion of subjects correctly identified as
part of the total no of subjects.

Accuracy =TP+TN/TP+TN + FP + FN (3)
Sensitivity: Recall, also known as sensitivity, is the percentage of true positive indicators that the
system accurately recognizes.

Sensitivity=TP/TP+FN. (4)
Precision: The amount of successful predictions may be used as a measure of a viewpoint's
accuracy. Another name for this idea is "predictive value."

Precision=TP/TP+FP. (5)
1-Score: A statistic that considers combined accuracy and recall is the F1-score.
F1-score=2*(Precision*Recall/Precision+Recall) (6)
Specificity: The algorithm has classified the negative as specificity appropriately.
Specificity=TN/TN+FP (7)

Whereas, FN= False Negative, FP= False Positive, TN= True Negative, and TP= True Positive.
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Depending on the topic, the experimental section should include synthesis
procedures, characterization techniques etc and specification of the instruments.
If it is simulation, author will have to mention the type simulation software
with specifications [3,7]. Write the importance of that software used relevant to
research work carried out.

4. RESULTS AND DISCUSSION

Logistic Regression

Our suggested approach properly identified 348 benign nodes as benign and
149 harmful nodes as miscellaneous nodes. There are some misclassifications
are also occurred, the proposed model predicts 1 miscellaneous node as normal
node, and 2 normal nodes as miscellaneous nodes.

Ensemble Learning
Logistic regression model predicted 147 miscellaneous node as miscellaneous
nodes and correctly predicted 342 normal nodes as normal nodes. There are
some misclassifications are also occurred, the Logistic regression model
predicts 3 miscellaneous nodes as normal node, and 8 normal nodes as
miscellaneous nodes.

Naive Bayes

Logistic regression model predicted 145 miscellaneous node as miscellaneous
nodes and correctly predicted 341 normal nodes as normal nodes. There are
some misclassifications are also occurred, the Naive Bayes model predicts 5
miscellaneous nodes as normal node, and 9 normal nodes as miscellaneous
nodes.

SVM
Logistic regression model predicted 145 miscellaneous node as miscellaneous
nodes and correctly predicted 335 normal nodes as normal nodes. There
are some misclassifications are also occurred, the SVM model predicts 5
miscellaneous nodes as normal node, and 15 normal nodes as miscellancous
nodes.

The following graphic depicts an accuracy examination of four algorithms,
with the proposed and present approaches along the x-axis and the accuracy
value along the y-axis. There is a 98% success rate in group instruction.
The accuracy of the Gaussian Navies base is 97%. Logistic regression, the
recommended voting classifier, achieves 99% accuracy, while the support
vector machine achieves 96% accuracy. Based on comparisons with various
techniques, it may be said that logistic regression yields useful results.
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Figure-1 Accuracy study

The figure below depicts a sensitivity analysis of four algorithms, where
the suggested solution and current algorithms make up the x-axis and the
sensitivity value occupies the y-axis. Almost often, learning in a group requires
sensitivity. The Gaussian Navies base has a 96% sensitivity. The accuracy of
the recommended voting classifier logistic regression is 99%, while the support
vector machine's sensitivity is 95%. One may assume that logistic regression
produces successful results when compared to other techniques.

Sensitivity

I I I IUS

Logistic Ensemble Naive
Regressio  bayes

Figure-2 Sensitivity study

The following graph displays a specificity study of 4 algorithms, where the
x-axis indicates the suggested and current technique and the y-axis displays
the specificity value. A specificity of 97% applies to ensemble learning. A 97%
specificity is included in the Gaussian Navies basis. In contrast to the support
vector machine, which has a 95% specificity, the proposed voting classifier
logistic regression has a 99% specificity. Logistic regression is thought to
provide successful results when compared to other techniques.
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Figure-3 Specificity study

5. CONCLUSIONS

The suggested hybrid trust and blockchain-based architecture for heterogeneous
[oT systems has shown promising outcomes in terms of scalability, fault
tolerance, and security. The framework may be used to a variety of IoT
systems and offers a trust-based foundation for safe data exchange and
communication. The framework can successfully analyze data from various
IoT devices and identify abnormalities or malicious actions by employing the
logistic regression approach. Trust levels are also used to identify malicious
nodes in a heterogeneous IOT system. This data is then used to build a logistic
regression model that can identify malicious nodes. The suggested method is
compared to existing algorithms based on performance metrics to demonstrate
its efficiency. For proposed and current algorithms, performance principles like
as specificity, sensitivity, and accuracy are compared. The suggested method
has a better accuracy score of 99% than the current approach. All suggested
algorithm values are greater than current algorithm values, demonstrating that
the new method is very efficient. As a result, it is possible to infer that logistic
regression is very accurate in detecting harmful behaviors in heterogeneous
IOT systems.
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